PRIVACY POLICY

1. General Provisions

BLACKCORE GAMES - FZCO (“Company”, “we”, “us”)
processes and protects the personal data of users of the
website https://store.matrp.online/ and the online game
Matreshka RP.

All matters related to the processing of personal data by the
Company are governed by the legislation of the United Arab
Emirates.

By providing us with your personal data, you agree to its
processing in accordance with this Policy.

If you do not agree with this Policy, please refrain from any
use of the website https://store.matrp.online/ or the Matreshka
RP online game.

2. Definitions

Personal Data — any information relating directly or indirectly
to an identified or identifiable individual (“Data Subject”).

Processing of Personal Data — any operation or set of
operations performed on personal data, including collection,
recording, systematization, accumulation, storage, clarification
(updating, modification), extraction, use, transfer (provision,
access), blocking, deletion, and destruction — with or without
automated means.

We may process your data in the ways listed above for the
purposes set forth in Section 4 of this Policy.

Personal Data Operator — a government authority, municipal
body, legal entity, or individual that independently or jointly
with others organizes and/or carries out the processing of
personal data, as well as determines the purposes of processing,
the scope of data to be processed, and the actions performed
with such data.

The Company acts as the Personal Data Operator with respect
to personal data obtained in connection with your use of the
website https://store.matrp.online/ or the online game
Matreshka RP

3. How You Provide Data to Us

You provide your personal data when you:

e  register or log in on the website
https://store.matrp.online/;

e  download, launch, register, or log in to the online game
Matreshka RP;

e  contact us (for example, by reaching out to our support
service).

IHOJIUTUKA OBPABOTKH JTAHHBIX

1. OBIIME MMOJIOKEHUA

BLACKCORE GAMES - FZCO (mamee — «Kommanusy,
«MBI», «HAC») OCYyWIECTBIsIET o00pabOTKy W  3aluTy
MEPCOHATBHBIX TaHHBIX NOJIB30BaTENeH BeO-caiita
https://store.matrp.online/ u onnafiH-urpsr Matreshka RP.

Bce Bompocel, cBs3aHHBIE C 00pabOTKOH IMepCOHAIBHBIX

naHHelx Kommanue#, perymumpyroTcs 3aKOHOAATEECTBOM
OOBbenMHEHHBIX ApaOCKIX DMHUPATOB.
IIpenoctaBnsisi HaM CBOM NEpPCOHAIBHBIC JAHHBIC, BB

BBIp@XKaeTe COTJIACUE Ha WX OOpaObOTKy B COOTBETCTBHU C
HacTtoseH IToJIuTHKOH.

Ecau BeI He cornacusl ¢ HacTosiel [lonutukoi, moxanyiicra,
BO3JICPKUTECH  OT  JIIOOOTO  WCIOJB30BaHUS  BeO-caiita
https://store.matrp.online/ wu onnaiH-urpsl Matreshka RP.

2. OIIPEAEJIEHU ST

IlepconanbHble  TaHHBIE mobas  uHpopMauus,
OTHOCSIIIASICS TIPSIMO MJIM KOCBEHHO K OIPEeNEHHOMY HIIH
OTIpEETIIEMOMY ¢duzngecKomy JULY («CyOBbekT
MEPCOHANBHBIX JAHHBIX)).

O0paboTka mMepPCOHATBHBIX JAHHBIX — JIO0OE JeiCTBHC
(omepaumsi) WIM COBOKYIHOCTh JACHCTBHH  (omeparuii),
COBEpIIAEMBIX C MEPCOHAIBHBIMU AaHHBIMH, BKIIOUas coOop,
3aIUCh, CUCTEMATH3alLMI0, HAKOIUIEHUE, XpaHEeHHE, yTOUHEHHE
(oOHOBNIEHHME, W3MEHEHHWE), W3BJICUCHHUE, HCIOIb30BAHUE,
nepepady  (mpemocTaBieHHE, JAOCTYN), OJOKHPOBaHHE,
yAaJeHue U YHUUITOXKEHHE — KaK C MCIOJIb30BAHUEM CPEACTB
aBTOMATHU3aLMH, TaK U 0€3 TAKOBBIX.

Msl MoxeM 00pabaThiBaTh BalllM JaHHBIC YKa3aHHBIMH BBIIIE
cnoco0aMu B HENsX, M3JI0KEHHBIX B pazfene 4 HacTosmIeH
[Tonutuxwu.

OnepaTop mnepcoHAJbHBIX JAHHBIX — TOCYAapCTBEHHBIN
OpraH, MyHHLMIAJIbHBIN OpraH, IOpHINYECcKoe WK pruzndeckoe
JIUIO, CaMOCTOSITETIbHO JTMOO COBMECTHO C APYTHMMH JIMLAMHU
OpraHu3ylolliee  W/WIKM  OCYIIeCTBIstoImee  00paboTKy
MEPCOHANBHBIX JTAHHBIX, a TaKXkKe ONpelessionee elu
00pabOTKN TEePCOHANBHBIX JaHHBIX, COCTAB MEPCOHAIBHBIX
JaHHBIX, TOJJIeKAUX 00padoTKe, W NeiicTBUS (omepauun),
coBepIIaeMble C TAKUMH JaHHBIMH.

Kommanus BeicTynaer B kadectBe OmnepaTopa MepcoHaIbHBIX
JaHHBIX B OTHOIICHUH MEPCOHAIBHBIX JaHHBIX, MOTYYECHHBIX B
CBSI3U c WCTIOJIb30BaHUEM BaMH BeO-caiita
https://store.matrp.online/ wn onnaiH-urpsl Matreshka RP.

3. KAK BbI IPEJOCTABJISAETE HAM JJAHHBIE

Bu1 npeaAOCTaBIACTC CBOU ICPCOHAJTIBHBIC JaHHBIC, KOT'la BbI:

pETHCTPUpYETEeCh WIM BXOJWTE B JHMYHBIA KaOMHET Ha BeO-
caiite https://store.matrp.online/;

3arpy)kaere, 3alyCKaeTe, PeruCTpUpYeTeCh MM BXOIUTE B
oHnaiiH-urpy Matreshka RP;

CBSI3BIBACTECH C HAaMH (HampuMmep, oOpamaeTech B CIykOy
MOJICPIKKN).
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Additionally, your device automatically transmits technical
data such as: cookies, browser settings, information about your
actions on the website and in the online game, technical
characteristics of your device, and IP address.

If you disagree with this Policy, please cease all use of the
website or the game immediately

4. Purposes of Processing and Categories of Data

We process personal data of users of the website
https://store.matrp.online/ and the online game Matreshka RP
for the following purposes and to the following extent:

Categories of Data
Processed (where
applicable)

Purpose of Processing

* User identifier (login or
ID)

* Email address

* Name

Kpome Toro, Bamie ycTpOWCTBO aBTOMATHYECKU IMepeaaéT
TEXHUUYECKUE JTaHHBIE, TaKue Kak: (aiibl cookie, HACTPOUKH
Opay3epa, CBEJCHHS O BaIlUX JCHCTBHAX Ha BeO-caiiTe W B
OHJIAWH-UTpE,  TEXHUYECKHE  XapaKTEPUCTUKU  BaIIero
yCTpOMCTBa, a Takxke [P-anpec.

Ecnu BBI He cornmacHbl ¢ HacTogmed T1oauTHKOM, BBl 00A3aHbI
HEME/JICHHO TPEKPaTHTh 000 HWCIIONIb30BaHUE BeO-caiita
niu Urpsl.

4. IIEJIM OBPABOTKUA U KATEI'OPUU JAHHBIX

Msr oOpabaThiBaeM IEpPCOHANLHBIC JAHHBIC II0JH30BATEIICH
BeO-calita https://store.matrp.online/ u OHJIAIH-UTPBI
Matreshka RP B cneayromux nensix u B cieaytouieM oobéMe:
Categories of Data

Processed (where
applicable)

Henn o0padoTkn
NEePCOHAJBHBIX JAHHBIX

UACHTUPUKATOP
ITonb30Barens (JIOTMH WK
ID); anpec anexTpoHHON
noutsl;, ums; [P-anpec;

Ensuring operation of
the website
https://store.matrp.online/

* [P address
* VK, Google, Apple
account data (if

https://store.matrp.online/

Obecnevenne JaHHbIE aKKayHTOB VK,
(GYHKIIHOHMPOBAHUS Google, Apple (8B cirydae
caiita €CIIU aBTOpU3aIHS

OCYIIECTBIISIETCS Yepe3

authorization is performed
through these services)

* Telegram account data
(if linked)

* User identifier (login or
ID)

* Date of account creation
* Account activity and

transaction data
» Game session data
(gameplay logs, in-game

achievements, time spent,
Ensuring operation of

the online game
Matreshka RP

last login date/time)
 Payment transaction data
* Purchase history

* Email address

* VK, Google, Apple
account data (if
authorization is performed
through these services)

COOTBETCTBYIOLIUE
CEPBUCHI); JaHHBIE

akkayHTa Telegram (B
CJIy4ae €ro MpUBsI3KH)

uaeHTU(PUKATOP
[Tonp3oBarens (JIOTUH WK
ID); nata cozmanus
aKKayHTa; JaHHbBIE 00
AKTUBHOCTH aKKayHTa U
oreparusx; JTaHHbIe
UTPOBBIX CECCUU
(>KypHaJbl UTPOBOTO

Oo0ecrieuenne

(yHKIHOHHpPOBAHHS poliiecca, BHyTPUUTPOBBIE

OHJIAHH-HIPDI JOCTUKEHHUS, BpEMS,

Matreshka RP npoBenéHHoe B Urpe, nara

Y BpeMS MTOCIIETHETO
BXO/1a); IaHHbBIC
IJIATEXKHBIX TPAH3AKLINM;
HCTOPUS MOKYIIOK; apec
AJIEKTPOHHOM MOYTHI;
JlaHHbIEC aKKayHTOB VK,
Google, Apple (B ciyuae
€CJIU aBTOPU3ALIMS
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* Data collected through
analytics tools
* [P address

. . * Cookies
Improving service

quality, ensuring
uninterrupted Game
operation, creating
analytics and gameplay
statistics

* Web beacons (pixel tags)
* Device and software
specifications

* Device identifiers

* Access time and date

* URL of the requested
resource

BLACKCORE GAMES - FZCO processes only those data
necessary to achieve the above purposes and ensures their
accuracy and relevance.

5. Legal Basis for Processing

We process your personal data based on your consent, granted
in the cases described in Section 3 of this Policy.

You provide consent to the processing of your personal data
upon registration, authorization, or any login to your account
on the website https://store.matrp.online/ or in the online
game Matreshka RP, as well as throughout the use of the
Game.

By continuing to use the website or Game, you confirm your
explicit and informed consent to this processing, pursuant to
the applicable laws of the United Arab Emirates.

6. Disclosure to Third Parties

We may transfer or entrust personal data for processing to
third parties if necessary to provide you with access to the
website https://matrp.ru and/or the online game Matreshka
RP, including:

° Service providers involved in hosting, data storage,
technical support, analytics, and payment processing;

e  Public authorities when such disclosure is required by
law.

All third parties receiving data are bound by contractual
obligations to maintain confidentiality and to use such data
solely for the purposes specified by BLACKCORE GAMES -
FZCO.

OCYILECTBIIACTCS Yepes3
COOTBETCTBYIOLINE
CEPBHCHI).

TaHHBIE, COOMpPaeMBbIE C
HCIIOJIB30BAHUEM

AHAIUTUYECKUX
IloBbIIEHHE KaYeCTBA
MHCTpYMEHTOB; [P-anpec;
0Ka3bIBaeMBbIX YCJIYT, . )
¢aiinel cookie; BeO-Masku
obecrieuenmne
. . (IMKCeNbHBIE TETH);
Oecnepe0oiiHOi padoThI .
CBelleHHsI 00 yCTpOHCTBE U
Hrpsl, popmupoBanue

IPOrpaMMHOM
AHAJTUTHYECKHX

o0ecrieucHUH;
AAHHBIX U CTATHCTHKH

UACHTU(PHUKATOPHI

HUTPOBOTO Mpouecca .
YCTPOKCTB; 1aTa M BpeMs

nocrymna; URL
3alpammBaeMoro pecypca.

BLACKCORE GAMES - FZCO o0pabarsiBaet
WCKIIOUUTEIBHO T€ TICPCOHANBHBIC JIaHHBIC, KOTOPKIC
HEOOXOJMMBI JUI JTOCTHXKCHHS YKa3aHHBIX BBIIIC IENCH, H

o0ecrevnBaeT UX TOYHOCTh, AKTYyaJIbHOCTD U PEJIEBAHTHOCTb.
5. TIPABOBBIE OCHOBAHUMSA OBPABOTKH

MeI ocymecTBiisieM 00pabOTKy BallluX MEPCOHANBHBIX JaHHBIX
Ha OCHOBaHWHU Balller0 COIJIACHS, MPEIOCTABICHHOTO B
CIIy4dasix, yKa3aHHBIX B pasjene 3 Hactosmien [lomutuku.

Brr mpemocraBisiere cornacue Ha 00pabOTKY MEPCOHATBHBIX
JIAHHBIX NP PETHCTPAINHU, aBTOPHU3AIMH JTHOO0 JIF0OOM BXOJIC B
Balll akKayHT Ha BeO-caiite https://store.matrp.online/ wmu B
onnaiiH-urpe Matreshka RP, a Takke Ha MpOTSHKEHHHM BCETO
Meproaa ucnoiabp3oBanus Urpsl.

[Mponomkass wucnonp3oBaHue BeO-caiita win  UWrper, BeI
MOATBEPKIACTE CBOE SIBHOE M OCO3HAHHOE COIJIACHE HA TaKylo
00paboTKy B COOTBETCTBHH c MPUMEHUMBIM
3aKOHOaTeNbCTBOM OO0BheIMHEHHBIX ApaOCKUX DMHUPATOB.

6. IEPEJAYA JAHHBIX TPETBbUM JIMLIAM

Mgl BIlpaBe nepeaaBaTh IepCOHABHBIE JaHHbIE IN00 TOPYYaTh
uX 00pabOTKy TpeTbHM JIMLaM, €CIH 3TO HEO0OXOAWMO s
MpeIOoCTaBIeHNsI BaM JOCTyna K BeO-caiity https:/matrp.ru
u/unu  ounaiH-urpe Matreshka RP, Brimouas, HO He
OTpaHUYHNBASCH:

MOCTAaBIIUKAMH YCIIYT, YIaCTBYIOIIMMU B XOCTHHIE, XpAaHCHUH
JaHHBIX, TEXHUYECKOH MOAMEpPKKE, aHAIUTHKE M 00paboTKe
IUIATCKEH;

rOCYJapCTBEHHBIMH OpraHaMH — B CIIydasX, KOrJa Takas
nepeaada TpedyeTcss B COOTBETCTBUH C 3aKOHOM.

Bcee TPEThbU JIMIA, IOJYyYarolue TICPCOHAJIBHBIC JaHHBIC,
CBA3aHbl AOTOBOPHBIMH 00s13aTeILCTBAMU 110 CO6J'IIO)_I€HI/IIO
KOH(l)I/II[CHLII/IaJ'ILHOCTI/I N HUCIOJB30BAHUIO TaKHX JaHHBIX
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7. Data Security

Responsible handling of personal data is a fundamental
standard of the Company’s operations.

To protect personal data, BLACKCORE GAMES - FZCO
implements the following measures:

e adoption of an internal Personal Data Processing Policy
and other local regulations governing data protection;

) appointment of a dedicated Data Protection Officer
responsible for organizing personal data processing;

e regular audits of internal processes and documentation for
compliance with data protection legislation;

e  risk assessments and analysis of potential harm arising
from non-compliance with data protection laws, followed by
implementation of appropriate safeguards;

e  granting access to personal data only to employees who
require it for legitimate business purposes;

e  applying legal, organizational, and technical measures
necessary to ensure the confidentiality, integrity, and
availability of personal data.

When implementing these measures, we rely on:

e  applicable data protection laws;

e  required levels of information security for personal data
systems;
e relevant threat assessments;

e  Dbaseline protection measures established by regulatory
authorities for the corresponding protection level.

8. Data Retention Period

You consent to the processing of your personal data for the
entire duration of your active account on the website
https://store.matrp.online/ and/or in the online game
Matreshka RP, and for an additional five (5) years following
account deletion.

A different retention period may apply where required to fulfill
obligations imposed by law. For example, for compliance,
fraud prevention, or responding to lawful user requests,
BLACKCORE GAMES - FZCO may retain data as long as
required by procedural, tax, civil, or accounting legislation

9. Withdrawal of Consent

uckimounteabHo B 1emstx, omnpeaenéHHeix BLACKCORE
GAMES - FZCO.
7. BESOITACHOCTb JAHHBIX

OTBETCTBEHHOE OOpalICHHE C TEePCOHANTBHBIMU JaHHBIMH
SIBIIICTCS  (PYHIAMEHTAIBHBIM ~ CTAaHAAPTOM  JICATEIBHOCTH
Kommanun.

B uensx 3amutel mepcoHanbHbiX NaHHBIX BLACKCORE
GAMES - FZCO peanusyer cleayouye Mepsl:

YTBEPXKICHUE BHYTpPCHHEH [MonuTukn 00paboTku
MEPCOHAIBHBIX JTAaHHBIX M HMHBIX JIOKAQIbHBIX HOPMAaTHBHBIX
aKTOB, PEryJHPYIOIINX 3aIIUTy JaHHbIX;

Ha3HAYeHHE  YMOJHOMOYCHHOTO  JIMIAa [0  3alluTe
MEPCOHAIBHBIX JIaHHBIX, OTBETCTBEHHOTO 32 OPTraHH3aLHIO
00pabOTKH MEPCOHANBHBIX JAHHBIX;

pEryJIsipHOE TPOBEACHHE ayJquTa BHYTPCHHHX IIPOIECCOB MU
JTOKYMEHTAllMM Ha TPEIMET COOTBETCTBUS TPEeOOBaHUSIM
3aKOHOJIATENILCTBA O 3aLIUTE JaHHBIX;

OLICHKA PUCKOB M aHaJN3 BO3MOYKHOTO BpPE/a, BO3HHKAIOIIETO
BCJIC/ICTBHE HECOONIOACHHS TPEOOBAaHUI 3aKOHOJATENILCTBA O
3aIlUTe MIePCOHABHBIX TAaHHBIX, C TIOCIEIYIOIINM BHEIPEHHEM
COOTBETCTBYIOILIMX MEP 3aIIHTHI;

NpPEIOCTaBICHUE  JOCTyNa K  TEPCOHAIBHBIM  JaHHBIM
UCKITIOUUTEIBHO TEM COTPYIHHKaM, KOTOPBIM TaKOH TOCTYII
HEOOXO/IUM JJIsl 3aKOHHBIX JICJIOBBIX LICJICH;

NPUMEHEHUE TIPABOBBIX, OPTaHM3AIMOHHBIX M TEXHUYECKHX
Mep, HeOOXOIMMBIX UIsi 00€CICYCHUsS] KOH(PHICHIIMATBHOCTH,
LEJIOCTHOCTH ¥ JIOCTYITHOCTH TIEPCOHATBHBIX TaHHBIX.

[Tpu peanuzaimy yKa3aHHBIX MEp MbI pyKOBOACTBYEMCS:

MPUMEHUMBIM 3aKOHOJATENECTBOM O 3alUTE MEPCOHAIBHBIX
JaHHBIX;

YCTaHOBJICHHBIMHU YPOBHSAMHU 3alUIIEHHOCTH
WHPOPMAITMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX;
aKTyaJIbHBIMH MOJIEJISIMU YTPO3 0€30M1acCHOCTH;

0a30BBIMH MEpaMu 3alllUTHhI, YCTaHOBJICHHBIMHA
PEryjadTOpHBIMUA OpraHaMu [JI1 COOTBCTCTBYIOILICTO YPOBHA

3aIUTHI.
8. CPOK XPAHEHMUS JAHHBIX

Brel naére cormacme Ha 00pabOTKy BalllMX IEPCOHAIBHBIX
JaHHBIX B TEYEHHWE BCErO CPOKa CYIIECTBOBAHMS BAILETO
AKTUBHOTO aKKayHTa Ha BeO-caiite https://store.matrp.online/
n/unm B onnaiH-urpe Matreshka RP, a taxke B TeueHue matu
(5) ner mocne yaaneHus akKkayHTa.

WHo# cpok XpaHEeHUs] MOXKET NPUMEHATHCS B Clydyasx, KOraa
3TO HEO0X0IUMO TUIst WCTIOTHEHUS TpeOoBaHMi
3aKOHOAATENbCTBA. B YacTHOCTH, B LeNAX COOJIIOJCHUS
TpeOOBaHUI KOMIUTaeHCa, MPEJOTBPAIIEHUs] MOLUICHHUYECTBA
mn0o oTBeTa Ha 3aKkoHHBIE 3ampockl [lonb3oBareneit
BLACKCORE GAMES - FZCO BmpaBe XpaHUTb JaHHEBIE B
TEUEHHE  CpPOKa,  YCTAaHOBJICHHOTO  IPOLECCyaTbHbBIM,
HaJIOTOBBIM, TPaXIaHCKUM 13001 OyXranTepcKuM
3aKOHOAATEIECTBOM.

9. OT3bIB COI'VIACHA
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To withdraw consent for personal data processing or to obtain
information regarding personal data, you may contact our
support service at support(@matrp.ru.

Withdrawal of consent may result in deletion of your Game
profile, leading to loss of access to the Game and related
Services. Upon receipt of such a request, the Company will
delete or anonymize the relevant data, except as required by
law for retention

10. Company Details
BLACKCORE GAMES - FZCO
DDP, Building A1

Dubai, Dubai Silicon Oasis
United Arab Emirates

support@matrp.ru

st oT3bIBa coryacusi Ha 00pabOTKy MEpPCOHATBHBIX JaHHBIX
00 Ui MONXydeHUs] MHPOPMALMHU O BAIIMX IEPCOHAIBHBIX
JaHHBIX BBl MOXKETE OOpaTUThCA B CIYKOY HOAJEPKKH IO
azpecy: support@matrp.ru.

OT3BIB cornacusi MO>KET MOBJIEYb yaJI€HHUE BAIETO UTPOBOTO
npodus, 4To NPUBEAET K yTpaTe AocTymna K Mrpe u cBsi3aHHBIM
¢ Hell Ycnyram. Ilocne nomyuenus Takoro 3anpoca Kommanus
yaanseT au00 00e3IMYMBaeT COOTBETCTBYIOIIME IaHHBIC, 32
UCKITIOYEHHUEM CITyYaeB, KOTZIa X XpaHeHHe TpeOyeTcs B CUITy
3aKOHa.

10. PEKBU3UTbI KOMIIAHUU

BLACKCORE GAMES - FZCO
DDP, Building A1

Dubai, Dubai Silicon Oasis
United Arab Emirates

support@matrp.ru
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